ABSTRACT
INTRODUCTION
Due to tremendous development of computer hardware, software and network technology, one can easily transmit or receive secret information in different forms over the entire globe using the Internet. Large information content is transmitted and received over the Internet every day. In case of important secret data being exchanged over some unreliable public channel, there is a danger of leaking of the secret data. Information hiding and steganography is most popular since time immemorial for secret communication.
The word steganography is derived from the Greek words stegos means cover and grafia means writing [1] .
The secure information transmission is achieved using steganography. Based on the cover, steganography can be classified into various types. In image steganography the information is hidden in images, whereas in audio steganography secret information is present. Steganography is an art of hiding written data or messages.
Steganography and cryptography are two separate fields. Cryptography makes the secret message undetectable without a key. The original medium can be referred to as cover .It may be text, image, audio or video.
The secret data embedded is called as payload. The cover after embedding secret data is referred to as stego medium. A stego-key is used for hiding/encoding process to restrict detection or extraction of the embedded data [2] .
Based on the cover medium, steganography can be classified into five types: (1) as embedding capacity of text files is very small. In image steganography, images are used as the cover medium for embedding secret data. A message is inserted into a digital image using an embedding algorithm and the secret key.
At the receiver end, secret message is recovered using the extraction algorithm and the same key. Audio medium is used in audio steganography for embedding information. Currently, audio steganography algorithms can embed messages in WAV and MP3 files. Various widely used audio steganography methods are: LSB coding, Phase coding, Spread spectrum and Echo hiding. Video files can also be used for hiding secret data in Video Steganography. Protocol steganography is employed to embed messages within network protocols such as TCP/IP. Figure 1 shows the general model of a steganography system. In this model, image cover medium is used and the stego image is obtained by embedding the with the encryption key.
GENERAL MODEL OF STEGANOGRAPHY
Compression and encryption processes eliminate the redundancy in secret message and in turn result in enhanced security. 
Applications of Steganography
• Secret Communications: For secure transmission and reception of information without knowing the attackers.
• Copyright Protection: The protection mechanisms to prevent copying of digital data by inserting watermarks.
In this paper, LSB substitution based on sequential encoding and Pseudo random encoding image steganography algorithm is proposed. First, the cover image is selected for embedding based on contrast criterion. Rest of the paper is organized as follows: Section II discusses the literature survey on various image steganography schemes. Section III describes the data embedding and extraction process. Section IV presents the proposed steganography algorithm. Section V demonstrates the experimental results and discussions. Finally Section VI concludes the paper.
Related Work
The basic idea behind the image steganography is to embed the secrete message into the image which is sent over 
Spatial Domain Steganography
In this approach, the secret data is embedded in modifying the pixel values.
In the LSB embedding approach, embedding is done by replacing selected cover image pixels by the secret data.
Main advantages of special domain methods are that they include more hiding capacity and they are easy to implement. Many steganographic tools based on LSB substitution method are available like StegHide, S tool, Stegnos etc.
In [4] , LSB based data hiding schemes are proposed. Best example is the Adaptive LSB substitution based on brightness, edges and texture masking of the host image. Other LSB methods are lossless generalized LSB data embedding [5] , optimized LSB substitution using cat swarm strategy and genetic algorithm [6] - [7] , data hiding based on histogram modification [8] .
In [9] , information message bits are embedded in multiple bit planes using multi bit steganography. Gray level modification technique is used to map the secret data using the gray levels of pixels based on some mathematical function [10] . Advantage of this method was low complexity and large data hiding capacity. An embedding method is proposed by
Wu and Tsai based on the difference between pixel values [11] . First, the cover image is divided into identical non overlapping blocks and the difference in each block is modified. Greater modification is possible in case of large difference values. Another method based on PVD is PVD method vulnerable to histogram analysis [12] , tri-way PVD and four-way PVD [13] - [15] .
Singular value decomposition (SVD) and vector quantization is employed to embed the data, resulting in better image quality [16] . This approach is outperformed by the method proposed in [17] using reversible data hiding scheme for VQ indices. A hybrid steganography scheme is proposed using Noise Visibility Function (NVF) and an optimal chaotic based encryption scheme in [18] . The optimal chaotic based encryption scheme is achieved by using a hybrid optimization of Particle Swarm Optimization (PSO) and Genetic Algorithm (GA) used to identify an optimal secret key.
Frequency Domain Steganography
In transform domain steganography the secret message is embedded in the transform coefficients of the cover image. Discrete Cosine Transform and Discrete Wavelet Transform are examples of most popular transform domain.
The transform domain methods are more resistive to attacks and are used to minimize redundancy and to locate less important parts of image.
In [19] , Eigen values of quantized DCT matrices are used for embedding the secret data. The technique has higher embedding and hence, robust against Subtractive Pixel Adjacency Matrix (SPAM) steganalyzer. Mali et al. [20] proposed DCT coefficients and interleaving and randomization spreads the embedded information all over the cover image using Class Dependent Coding Scheme (CDCS).
Image Steganography is presented using DCT coefficients. Similarities between the adjacent image blocks which preserve good image quality as embedding distortion is spread within the image blocks are presented [21] . In [22] , In [24] , an algorithm for image steganography is presented using successive zero coefficients of the medium-high frequency components in each reconstructed block for three-level DWT of a cover image. Embedding in lifting based discrete wavelet transform (DWT) coefficients instead of conventional DWT is performed in [25] . Liu et al [26] presented an image steganography algorithm by dividing whole JPEG 2000 bit stream into multiple layers where every layer is of 0.5 bpp and backward embedding was performed in each layer. Major advantages of the method are high embedding capacity, progressive extractability and better image quality. Using significant wavelet coefficients and their texture and sensitivity to gray value variations, the positions and the magnitudes are opted to adaptively embed the secret message in [27] .
A frequency domain steganography approach based on Fresnelet transform (FT) is proposed in [28] . In this method, the Fresnelet coefficients of the Least Significant Bit (LSB) at high frequency sub-bands are used to embed the QR coded secret message.
PROPOSED SCHEME FOR EMBEDDING AND EXTRACTION
The least significant bit (LSB) of the bytes from an image is changed to a bit of the secret information bits. Digital images are primarily of two types (i) Color or 24 bit images and (ii) gray or 8 bit images. In color images, three bits of secret message can be embedded in each pixel. Changing the bit position from 0 to 1 or from 1 to 0 using the LSB does not change the visual appearance of the image and hence output stego looks like the cover image.
In gray scale images, one bit of secret data can be embedded. In the proposed method, information bit embedding is performed using sequential encoding and decoding and using pseudo random encoding and decoding approach. The main objective of steganography is to embed the information into the carrier in an imperceptible way to hide the secret data. Two important considerations during any steganographic algorithm development are the embedding capacity and imperceptibility of the data in stego image. In addition to this, cover image selection for embedding the secret information is also important. Various cover selection methods are proposed in literature, for example, correlation parameter, JPEG quality factor, Bhattacharya distance, contrast and similarity. In this experiment, we have employed contrast based cover image selection. Using co occurrence matrix, contrast value is computed. Higher contrast values results in better cover image selection which hides the presence of the secret data. Hence, images with higher contrast value are chosen out of the large image database as the cover image.
Input secret information bits are converted into an integer bit stream before the embedding process. In the present work, as the input secret data is in text form, the input bit stream is formed by simply converting the ASCII code of each character into an 8-bit binary code. After the contrast based cover selection process, the sequential encoding function is performed on the cover images. The input cover image is color (RGB) which consists of three colour planes. Hence the sequential encoding is done on each colour plane separately.
The type of message and information about its length is encoded in the message. Encoding further sequentially encodes the message values across the RGB channels in RGBBGRGR order. The input message encodes from the top to bottom and left to right. In addition to this, the encoding algorithm uses a secured encryption key.
Embedding Scheme
Step 1: Read the Input cover in the color RGB format.
Step 2: Apply contrast based cover image selection for selecting cover image.
Step 3: Get all the details (type of message and message length) of message
Step 4: Read secret information bits and convert it into integer values
Step 5: Select the input encryption key for data embedding
Step 6: Encrypt the secret message (integer form) using symmetric XOR encryption key NAAS Rating: 3.11
Step 7: The encrypted data is embedded in cover image using sequential encoding scheme i.e. hideing the data along the columns moving from left to right.
Step 8: Generate stego image consisting of message.
At the receiver side, the secret information is extracted using the decoding process from the stego images.
In addition to this, the encryption key which is used at the encoding process is shared by the decoder algorithm to retrieve the hidden text in stego image. The decoder algorithm receives the stego image, and after decoding the header, information like type of message and length of message is extracted. Finally the decoder sequentially decodes the data and the secret message is recovered. The detailed steps are given below:
Extraction Scheme
Step 1: Select the input RGB stego image
Step 2: Extract header and obtain type and length of the message
Step 3: Extract RGB components separately
Step 4: Input encryption key (Same as the encoder)
Step 5: Decrypt the input data using XOR encryption key which is shared with encoder
Step 6: Apply reverse order steps using modulo arithmetic to extract hidden data.
Step 7: Store the extracted message bits
Image Steganography using Pseudo Random Encoding and Decoding Approach
Image pixels are selected randomly for information embedding in pseudo random encoding approach. Message bits are embedded in the LSB of a different colour plane of the randomly selected pixels.
Embedding Algorithm
In the embedding process, a random key is applied to randomized the input cover image. Next, the secret information bits are embedded into the least significant bit of the pixels. The encoder and decoders share the random-key.
The random-key is generated using a pseudo-random number generator. The detailed procedure for embedding the message using pseudo random encoding technique is summarized as:
Step 1: Read the characters from input text file (message to be hidden) and convert into an 8 bit integer array.
Step 2: Get the input color image in RGB format which is called as cover image.
Step 3: Read the MSB of the pixel and initialize the random key
Step 4: Cover image pixels are randomly reshaped into a matrix using green channel.
Step 5: Get the stego-key and XOR with text file of secret message.
Step 6: Replace the LSB of the cover image with the bits of the secret information
Step 7: Store the stego image.
Robust and Secure Pixel Domain Digital Image Steganography 47
www.tjprc.org editor@tjprc.org
Extraction Algorithm
The random key is required which is same as encoder to extract the LSB where the secret message is randomly distributed. Extraction algorithm identifies the secret bits into LSB of the pixels within a cover image using the random key distributed. Detailed procedure can be summarized as follows:
Step 1: Read the input stego image.
Step 2: Extract the red component of the host image.
Step 3: Read the last bit of each green channel pixel.
Step 4: Input the random-key by using which the position of the random hidden bits can be identified in the given image.
Step 5: Extract the pixels based on random key
Step 6: Obtain the least significant bit of green pixel.
Step 7: Get ASCII value of each character from the hidden message bits.
Step 8: X-OR these ASCII values with shared stego-key resulting in original message hidden at the encoder.
EXPERIMENTAL RESULTS AND DISCUSSIONS
This section presents the experimental result of the proposed method. The algorithm is evaluated using color images of size 512 X 512 [USC-SIPI from USC-SIPI image database. All the simulations were carried out using MATLAB 2012a with Core i-3 Processor, 2 GB RAM and Windows 7 operating system. Sample test images from the database and corresponding stego images are shown in figure 3 
• Signal to Noise Ratio (SNR)
Where f(x, y) = Cover image and = Stego image Table 1 shows PSNR, RMSE and SNR of various images from USC-SIPI image database using sequential encoding and decoding algorithm. Images are embedded with different size of secret information bits. In this experiment we use 1k, 10k and 20k of text file size. From Tables 1 and 2 it is evident that, PSNR values are higher even in case of high information embedding resulting in better quality stego images. It is also observed that, sequential encoding and decoding performs better compared to pseudo random encoding and decoding at higher secret data embedding. Higher SNR and lower RMSE values indicate better performance of the proposed algorithm.
Some of the existing algorithms shows changes in the stego image histogram compared to original image histograms indicating the presence of data hiding. In this simulation, experiments are performed to verify the effect of data embedding on stego image histogram. Figure 4 shows Also, RGB histogram of both original and stego images is plotted in figure has been plotted as shown in figure 4 and 5 when 10K sret data was embedded. Figure 4 shows RGB histograms of original and stego images using Lena and
Baboon images. Figure 5 shows RGB histograms of original and stego images using House and Peppers images. Both the histograms are almost same, indicating both images have similar characteristics and it is difficult to identify the presence of secret data. 
Figure 6
Proposed algorithm is compared with few existing methods in table 3. 
CONCLUSIONS
Steganography is an important field in information hiding which refers to the technique of hiding secret data into digital images without having any attention. The proposed work is focused on efficient steganographic approach using sequential and pseudo random encoding decoding. The algorithm is applied over USC-SIPI image database for evaluation.
PSNR, SNR and RMSE parameters are computed to measure the performance of the presented approach. Experimental results demonstrate that the presented method performs better compared to other existing algorithms. In future, algorithm presented can be modified to employ other multimedia cover source (audio and video).
